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Under current Federal Information Security Management Act of 2002 (FISMA) requirements, all
new Federal information technology (IT) programs and modernization efforts using blockchain
must meet National Institute of Standards and Technology (NIST) cryptographic standards.
This report evaluates four major blockchain technologies–Ethereum, Hyperledger Fabric, R3’s
Corda, and Multichain–to determine their level of NIST compliance. The intent is to provide
Federal IT managers with the critical information they need to determine which blockchain
platforms may be used in their projects.
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1 Introduction

Blockchain has taken the information technology (IT)
world by storm. Although it will not solve all the prob-
lems for which it has been proposed [1], there are use cases
for which blockchain is a viable data storage mechanism.
These cases include IT projects in the Federal government,
whether developed publicly, privately, or as a public-private
partnership.

This report examines four major blockchain technologies:
Ethereum, Hyperledger Fabric, R3’s Corda, and Multichain.
Using an evaluation standard based on relevant National
Institute of Standards and Technology (NIST) cryptographic
standards (cryptographic hashing, digital signatures, and
pseudorandom number generators (PRNGs)), we evaluate
each blockchain technology to determine its level of NIST
compliance.

This analysis is vital to Federal IT managers and contrac-
tors because NIST cryptographic standards are mandatory
under current Federal Information Security Management Act
of 2002 (FISMA) requirements [2]. All new IT programs and
modernization efforts using blockchain must meet these stan-
dards. Federal IT managers can use the information in this
report to determine which blockchain platforms are suitable
for their projects.

In order to evaluate compliance with NIST standards, we
decomposed the analysis into two steps. First, we consider
whether the cryptographic algorithms and key lengths used
by each blockchain platformmeetNIST requirements. Second,
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if the algorithm is acceptable, we determine whether the im-
plementation has been validated by the NIST Cryptographic
Module Validation Program (CMVP). Both requirements are
necessary to ensure compliance with NIST cryptographic
standards.

1.1 Roadmap

In Section 2, we discuss the criteria used to determine
which blockchain technologies to evaluate. We then describe
in greater detail the blockchain technologies meeting the
criteria and explain why some other well-known platforms
were not considered. Section 3 provides a list of relevant
NIST standards and guidelines for cryptographic implemen-
tation. Section 4 then presents the analysis of how each
blockchain technology uses different cryptographic algo-
rithms and whether these uses comply with NIST require-
ments. Lastly, in Sections 4 and 5 we discuss our findings
and present conclusions.

2 Blockchain Platforms

Many blockchain-based technologies have emerged since
the initial introduction of Bitcoin [3]. Some of these are
relatively trivial systems that cannot be used for general pur-
poses. However, many are business-oriented applications
that can be considered for Federal projects. In the interest of
simplifying this analysis, we established criteria to reduce
the full breadth of available blockchain technologies to a
handful of technologies meeting a primary set of charac-
teristics. These characteristics demonstrate key properties
required for any technology used in a Federal project.

2.1 Selection Criteria

The Federal government has been investigating potential
applications of blockchain. Areas considered or under con-

 Electronic copy available at: https://ssrn.com/abstract=3381692 

https://orcid.org/0000-0003-4530-1547
https://orcid.org/0000-0002-3494-5307
mailto:maria.vachino@jhuapl.edu


2 HOWARD & VACHINO

sideration include supply chain management [4] and finan-
cial systems [5]. These application areas are necessarily as
diverse as the services the Federal government provides. As
such, there are many requirement definitions that blockchain
technology could be expected to fulfill.

However, blockchain is not a single unified technology.
Some blockchain implementations provide rich interfaces
to support complex distributed applications. Other imple-
mentations provide more limited functionality, with limited
programmability. Different blockchain systems are better
suited to solving different business problems [6]. Accord-
ingly, we considered blockchain implementations that fit the
following parameters:

1. Is supported by a single business or consortium re-
sponsible for developing standards and guiding future
work

2. Allows independent, private chains without limiting
the application to a single global network

3. Is well supported by developer libraries that allow soft-
ware developers easy access to data and protocols of
the blockchain system

These parameters are designed to provide the core services
necessary for almost any Federal IT project using blockchain
technology.

2.2 Selection of Blockchains for Evaluation

Based on the criteria listed in Section 2.1, we selected five
blockchain technologies. Where possible, we detail related
products that should be considered equivalent to the selected
blockchain technologies.

Hyperledger Fabric. The Hyperledger Project is a col-
lection of independent blockchain frameworks and tools that
provide a diverse set of capabilities. Hyperledger Fabric is a
general-purpose blockchain system, originally developed by
IBM [7], that focuses on flexibility for a range of deployment
needs. Other Hyperledger framework projects include Iroha,
which is tailored to mobile applications, and Hyperledger
Indy, which targets identity management applications.

The Project is overseen by the Linux Foundation, based
in the United States [8]. Direct control of the Hyperledger
ecosystem is provided by the Hyperledger Project’s Govern-
ing Board.

Hyperledger Fabric is a private blockchain requiring con-
firmed identification to access the blockchain in a “permis-
sioned” configuration. According to the Hyperledger Project,
developers assume that business blockchain networks will
operate in an “environment of partial trust,” with that partial
trust enforced through the identification requirement [9].

Hyperledger Fabric is adequately supported by developer
libraries. There are software development kits (SDKs) avail-
able for JavaScript via Node.js for Java, and all Java virtual

machine (JVM)-based languages. The Hyperledger Project
also provides Python, representational state transfer (REST),
and Go libraries.

Hyperledger Fabric meets the selection criteria and will
be evaluated against the NIST cryptographic standards.

Ethereum. Ethereum is an open-source blockchain
system designed to support distributed applications called
“smart contracts” [10]. The Ethereum Foundation, based in
Switzerland [11], guides development and provides limited
oversight.

Ethereum operates on its own global public blockchain
network but can also be used to create private blockchains.
These private blockchains do not require access to external
resources and can run independently. Further, Ethereum
documentation provides explicit instructions for creating
private Ethereum networks [10].

Ethereum is also well supported with developer libraries.
Ethereum libraries are available for Python, Java, and
JavaScript, making integration with major IT products fea-
sible [12]. Third-party libraries are also available for Ruby,
and Java libraries are accessible from JVM-based languages.

Ethereum meets the selection criteria and will be evalu-
ated against NIST cryptographic standards.

R3 Corda. The Corda system is an open-source dis-
tributed ledger technology based on blockchain. However,
unlike previously described blockchain architectures, Corda
is not a single chain of blocks, where all nodes have all blocks.
Instead, transactions are only added to the chains owned by
nodes that require access to those transactions [13]. The
design of Corda allows users to ensure that only parties who
need to know certain data on the ledger have access to that
data. AlthoughCorda does not strictlymeet the requirements
of a blockchain technology, it borrows substantially from
blockchain and generally bills itself as a blockchain. For the
purposes of this analysis, it has therefore been included.

Corda is managed by R3 LLC, a New York-based firm with
members that include a number of international banks. R3 is
dedicated to creating a blockchain ecosystem suitable for real-
world financial use [14]. R3 has open-sourced Corda under
the Apache licensing, model but also provides a Corda Enter-
prise product that includes service level agreements (SLAs),
support for enterprise applications, and technical support
[15].

Corda does not provide a public blockchain option and is
geared toward use as a private and permissioned blockchain.
Corda manages permissions through identities, using X.509
certificates to provide identities to individuals, roles, and
entities [16]. This has the advantage of allowing develop-
ers to use an existing or compatible framework for identity
management to govern access to their blockchain.

Because Corda is implemented on the JVM [17], it is rel-
atively easy to access via Java and Java-based languages.
However, we were unable to identify libraries for directly
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accessing Corda from outside the JVM.
Despite this limitation, we can conclude that Corda

marginally meets the selection criteria. We will evaluate
it against the NIST cryptography standards.

Multichain. Multichain is a blockchain platform avail-
able in an open-source version licensed according to the
terms of the General Public License (GPL), and a commercial
version that does not include the GPL restrictions but does
include an SLA [18]. Multichain is provided by Coin Sci-
ences Ltd., a United Kingdom-based company that conducts
Multichain development and sells the commercial version
[19].

Multichain provides private chains for application devel-
opers and does not include a public option [20]. This plat-
form uses a system of private permissions for accessing and
adding data to the chain. The privacy system is secured by
submitting transactions that contain metadata to document
and provide credentials for access control changes.

Multichain has a clearly defined application programming
interface exposed via JavaScript Object Notation-Remote
Procedure Call (JSON-RPC) protocol [21]. Accordingly, any
JavaScript Object Notation (JSON) library will allow for Multi-
chain connectivity. However, this does mean that interfaces
are not exposed in native forms for developers. In addi-
tion, Multichain fully supports the Bitcoin protocol, and any
Bitcoin-compatible library can be used with Multichain [22].

We conclude that Multichain marginally meets the selec-
tion criteria. We will evaluate it against the NIST cryptogra-
phy standards.

2.3 Other Blockchain Technologies

Several other blockchain technologies considered for eval-
uation in this analysis substantially failed to meet the selec-
tion criteria. For reference, we include them here along with
the reason for failure.

Openchain is a platform developed by Coinprism to pro-
vide an asset tracking mechanism based on blockchain [23].
Openchain is available in an open-source model under the
Apache license with support from Coinprism. However,
Coinprism appears to have shut down in early 2018, although
the open-source edition is still available onGitHub. Given the
lack of a central authority guiding Openchain development,
we have excluded it from this analysis.

The Stellar blockchain by the Stellar Development Foun-
dation is not a general-purpose blockchain but is instead in-
tended for financial transactions [24]. Chain Core is another
financial transaction blockchain. Because neither platform
is general purpose, they are excluded from this analysis.

Similarly, we have excluded many other single-purpose
digital currencies. These are not general-purpose
blockchains, cannot provide critical functionality, and
are not suitable for Federal deployment in most cases.

3 Analysis Criteria

3.1 NIST Federal Information Processing Standards

NIST is responsible for providing the Federal Information
Processing Standards (FIPS) series of documents. These docu-
ments describe various methods for standardizing computer
technology throughout the Federal government. Because
the Federal government is a leading buyer of computational
resources, FIPS has become the global de facto standard.

Several FIPS documents focus on cryptographic and secu-
rity standards to ensure compatibility across vendors and
agencies. We detail the cryptographic standards relevant to
blockchain implementations as follows.

3.2 Hash Algorithms

Cryptographic hash functions are specialized hash algo-
rithms that are computationally infeasible to revert [25]. This
makes the hash algorithms suitable for use in cryptographic
applications. Blockchains rely on this computational diffi-
culty for multiple aspects of security.

NIST has provided approvals for a number of cryptographic
hash algorithms for Federal use. Approved standard hashes
were developed in multiyear open contests sponsored by NIST
with substantial public review. Because of the open process,
these standards are relatively pervasive, and approved hash
algorithms are commonly available in developer libraries and
are used for applications across the software spectrum.

The first of these approvals is called SHA-2 [26]. SHA-2
is the second generation of the SHA series and provides
six standard forms: SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224 and SHA-512/256. SHA-2 has two primary defi-
nitions, one for processing 512-bit wide input blocks and one
for processing 1024-bit input blocks. In addition to the input
size, these variants differ in internal state size and output
hash size. These are summarized in Table 1.

The second current approval is the SHA-3 family, the third
generation of the SHA series of hash algorithms [27]. SHA-3
is based on the Keccak family of hash algorithms and was se-
lected by NIST in 2015 [28]. Like SHA-2, the SHA-3 family pro-
vides six standard forms: SHA-3-224, SHA- 3-256, SHA-3-384,
SHA-3-512, SHAKE128(d), and SHAKE256(d). These also differ
from each other in internal state size and output size. The
SHAKE128(d) and SHAKE256(d) algorithms are also interest-
ing because they provide arbitrary output sizes for the hash.
However, despite coming from the same series, there is little
relationship in the operation of SHA-2 and SHA-3. The SHA-3
family is summarized in Table 2.

Additional variants of the Keecak family are authorized
by NIST [29]. The cSHAKE128 and cSHAKE256 algorithms are
128-bit and 256-bit hashes that are customizable with respect
to use and intent. The TupleHash128 and TupleHash256
are 128-bit and 256-bit implementations of a hash based on
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Variant Internal State Size (bits) Output Size (bits) Input Size (bits)

Secure Hash Algorithm (SHA)-224 256 224 512
SHA-256 256 256 512
SHA-384 512 384 1024
SHA-512 512 512 1024
SHA-512/224 512 224 1024
SHA-512/256 512 256 1024

Table 1
Overview of SHA-2 Variants

Variant Internal State Size (bits) Output Size (bits) Input Size (bits)

SHA-3-224 1600 224 1152
SHA-3-256 1600 256 1088
SHA-3-384 1600 384 832
SHA-3-512 1600 512 576
SHAKE128(d) 1600 d 1344
SHAKE256(d) 1600 d 1088

Table 2
Overview of SHA-3 Variants

Keecak. Instead of operating on an input stream, the Tuple-
Hash functions are block hashes. That is, instead of accepting
an arbitrary-length bit stream, the algorithms accept multi-
ple arbitrary-length bit streams. Finally, the ParallelHash128
and ParallelHash256 algorithms are 128-bit and 256-bit imple-
mentations of a hash algorithm designed to leverage multiple
processors to speed computation.

3.3 Digital Signature Algorithms

Digital signatures provide a mechanism to ensure infor-
mation’s authenticity [30]. Digital signatures are used exten-
sively in blockchain implementations to identify the source
of incoming data.

NIST provides three digital signature standards. The
Digital Signature Algorithm (DSA) [31] is defined by two
parameters and is typically denoted as DSA-(L, N), where the
parameters L and N are the bit lengths of the key’s compo-
nents. NIST has approved DSA for three combinations of L and
N: (2048, 224), (2048, 256), and (3072, 256). Implementations
of DSA may use any approved hash algorithm as provided in
FIPS 180 [32], [33].

The Rivest-Shamir-Adleman (RSA) standard, named for the
initials of its inventors (Rivest, Shamir, and Adleman) [33],
is defined by its key, where larger keys represent greater
security. NIST has specified two permissible key sizes: 2048
and 3072 bits. Unlike DSA, RSA key sizes are independent of

the size of the hash used. However, like DSA, any approved
hash algorithm may be used with RSA.

The third option for digital signatures is the Elliptic Curve
Digital Signature Algorithm (ECDSA) [34]. The elliptic curve
cryptography (ECC) standard, rather than presenting a single
algorithm, is a family of related algorithms defined by the
curve used to process keys. NIST provides a list of recom-
mended curves for Federal use but does not mandate a single
curve type or associate key length [31]. Like the other digital
signature algorithms, any hash used for a digital signature
must be approved in FIPS 180.

3.4 Pseudorandom number generators

In both security and non-security applications, reliable
and unpredictable random numbers are essential. The
random number generator (RNG) problem is a particularly
difficult problem for conventional computers because they
function deterministically. However, random numbers are
essential in cryptography for creating keys. Blockchains
using lottery systems for block sealing also require random
numbers, regardless of the lottery scheme used. In block
sealing, a block is committed to the distributed ledger with
a hash of the block so that the next block may be based on
it. This process is repeated for every block in a blockchain.
Many developer libraries include RNGs (or PRNGs) of varying
quality, and NIST has mandated that Federal systems must
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use one of several high-quality RNGs.
NIST has specified two families of PRNGs, one based on

block cipher algorithms and one based on hashing algorithms.
Both require a source of entropy, or random noise, that can
seed the process. The cipher-based algorithms are called
Counter-Deterministic Random Bit Generators (CTR_DRBG)
and can be used with any NIST-acceptable cipher algorithm
[35]. Accordingly, CTR_DRBG can be used with Advanced
Encryption Standard (AES)-128, AES-192, and AES-256.

The hash-based algorithms are Hash_DRBG and Keyed-
Hash Message Authentication Code DRBG (HMAC_DRBG), and
both also work with NIST-acceptable hash algorithms.

4 Evaluation of Blockchain Platforms

In this section, we apply the evaluation criteria laid out
in Section 3 to the five blockchain implementations listed in
Section 2. The results are summarized in Table 3.

4.1 Hyperledger Fabric

Hash Algorithms. Hyperledger Fabric uses SHA-256
for block sealing [36]. SHA-256 is an acceptable hash algo-
rithm according to NIST. However, Hyperledger Fabric is
implemented in the Go programming language and uses a
Go SHA-256. This implementation has not been validated by
NIST.

Digital Signatures. For digital signatures and iden-
tity management, Hyperledger Fabric provides a built-in
certificate authority (CA) [37]. Hyperledger Fabric and its CA
only support ECDSA signatures using NIST-permitted P-256,
P-384, and P-521 curves [7], [38]. These are paired with
SHA-256, SHA-384, and SHA-512, respectively, for digital sig-
nature hash algorithms, which are all considered acceptable
by NIST.

However, Hyperledger Fabric uses a Go implementation
of ECDSA [39], which has not been validated by NIST.

4.2 Ethereum

Hash Algorithms. The Ethereum platform uses a
proof-of-work system to produce consensus among nodes
and is therefore energy-intensive [6]. However, the
Ethereum Foundation is working on evolving the platform
to rely on proof-of-stake [40]. The proof-of-work system
used by Ethereum is Ethash, which, like the SHA-3 family, is
based on the Keccak hash algorithm [41]. However, Ethash is
incompatible with SHA-3 because SHA-3 requires a different
input-padding scheme. Because of the pending change to
proof-of-stake, the Ethereum platform can be considered a
moving target for analysis and development. The analysis
provided herein is current as of the publication date.

Because Ethash does not meet NIST requirements, the im-
plementation cannot be validated.

Digital Signatures. Ethereum also fails to comply with
the NIST requirements for digital signatures. Ethereum uses
the secp256k1 elliptic curve [42], which is not one of the
elliptic curves approved by NIST.

Because secp256k1 does not meet NIST requirements, the
implementation cannot be validated.

4.3 R3 Corda

Hash Algorithms. The Corda consensus mechanism
assigns authorities called “notaries” for each data element
[13]. When a change of state occurs, the assigned notary
attests to current data elements that have not been used
for another state transition. This process ensures transac-
tions are completed and consensus is achieved across the
blockchain. Despite these differences from other consensus
mechanisms, Corda uses SHA-256 for transaction sealing [43].
SHA-256 is an acceptable hash algorithm according to NIST.

R3 Corda is implemented in the Kotlin and Java program-
ming languages [16], and the SHA-256 implementation pro-
vided by the native Java environment is used for hashing.
There aremultiple implementations of the Java cryptographic
library. Some Java cryptographic libraries have been vali-
dated by NIST, and if used, would be sufficient to ensure a
validated hash algorithm is used.

Digital Signatures. For digital signatures, Corda sup-
ports a wide range of digital signature algorithms. RSA is sup-
ported with SHA-256 as the hashing algorithm. For Elliptic
Curve Cryptography, P-256 is also supported with SHA-256
as the hashing algorithm. Both combinations are acceptable
according to NIST.

R3 Corda is implemented in the Kotlin and Java program-
ming languages and the digital signature implementations
are provided by the native Java environment [16]. Simi-
lar to cryptographic hashing, use of a NIST-validated Java
cryptographic library is sufficient to ensure a validated hash
algorithm is used.

4.4 Multichain

Hash Algorithms. Mining in Multichain is based on
a round-robin process of authorized miners [44]. That is, a
miner must receive permission to participate in the mining
network and can only mine blocks at some set frequency.
Block sealing occurs similarly to other blockchains. The
protocol for Multichain is based on Bitcoin, and the same
design decisions apply [45]. For block sealing, Multichain
uses SHA-256, a NIST-approved hashing algorithm [46].

Digital Signatures. For digital signatures, Multichain
only supports one digital signature algorithm. Like
Ethereum, this algorithm is secp256k1 [47]. This is not a
NIST-approved digital signature algorithm, and no other dig-
ital signature algorithms are provided.

Because secp256k1 does not meet NIST requirements, the
implementation cannot be validated.
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Blockchain Hash Digital Signatures PRNG Validation

Hyperledger Fabric SHA-256 ECDSA (P-256, P-385, P-521) Go No
Ethereum Ethash ECDSA (secp256k1) Go No
R3 Corda SHA-256 RSA, ECDSA (P-256) Java Yesa

Multichain SHA-256 ECDSA (secp256k1) C++ No
a If validated libraries are used

Table 3
Summary of blockchain platform evaluation

5 Conclusions

This paper has presented a high-level overview of five
general-purpose blockchain systems and evaluated them
against the relevant NIST cryptographic standard require-
ments. We found that one blockchain system, R3’s Corda,
can meet the NIST requirements, provided the full system
stack does not change the calculus. We believe this analysis
is valuable because Federal IT projects are mandated to meet
the NIST requirements under FISMA guidelines.

This analysis can also be used by private system integra-
tors and developers. The NIST requirements are frequently
used by non-Federal actors because of their rigor and ready
avail- ability. Blockchain offers an additional advantage to
private users because they can invite other users to join the
system after development is completed. Accordingly, private
developers who foresee eventually inviting Federal actors
to participate in their blockchain can meet the NIST require-
ments now with the understanding that this will support
future expansion into the Federal arena.

Acknowledgements

Information in this paper is based on research funded
by the U. S. Department of Homeland Security Science and
Technology Directorate (DHS S&T). Any opinions contained
herein are those of the authors and do not necessarily reflect
those of DHS S&T. For more information, please contact Anil
John <anil.john@hq.dhs.gov>.

References

[1] D. C. Challener, M. E. Vachino, J. P. Howard, C. K.
Pikas, and A. John, “Blockchain basics and suitability:
A primer for program managers,” Under submission,
2019.

[2] E. Hulitt and R. B. Vaughn, “Information system se-
curity compliance to FISMA standard: A quantitative
measure,” Telecommunication Systems, vol. 45, no. 2-3,
pp. 139–152, 2010.

[3] S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash
system,” 2008.

[4] H. M. Kim and M. Laskowski, “Toward an ontology-
driven blockchain design for supply-chain prove-
nance,” Intelligent Systems in Accounting, Finance and
Management, vol. 25, no. 1, pp. 18–27, 2018.

[5] Y. Guo and C. Liang, “Blockchain application and out-
look in the banking industry,” Financial Innovation, vol.
2, no. 1, p. 24, 2016.

[6] M. Vukolić, “The quest for scalable blockchain fab-
ric: Proof-of-work vs. BFT replication,” in Interna-
tional workshop on open problems in network security,
Springer, 2015, pp. 112–125.

[7] E. Androulaki, A. Barger, V. Bortnikov, C. Cachin,
K. Christidis, A. De Caro, D. Enyeart, C. Ferris, G.
Laventman, Y. Manevich, et al., “Hyperledger Fab-
ric: A distributed operating system for permissioned
blockchains,” in Proceedings of the Thirteenth EuroSys
Conference, ACM, 2018, p. 30.

[8] C. Cachin, “Architecture of the hyperledger
blockchain fabric,” in Workshop on distributed
cryptocurrencies and consensus ledgers, vol. 310, 2016.

[9] H. A. W. Group, Hyperledger architecture, ser. Hyper-
ledger Architecture, 2018.

[10] S. Omohundro, “Cryptocurrencies, smart contracts,
and artificial intelligence,” AI matters, vol. 1, no. 2,
pp. 19–21, 2014.

[11] L. Zavolokina, M. Dolata, and G. Schwabe, “FinTech
transformation: How IT-enabled innovations shape
the financial sector,” in FinanceCom 2016, Springer,
2016, pp. 75–88.

[12] K. Iyer and C. Dannen, “The Ethereum development
environment,” in Building Games with Ethereum Smart
Contracts, Springer, 2018, pp. 19–36.

[13] T. Bocek and B. Stiller, “Smart contracts–blockchains
in the wings,” in Digital Marketplaces Unleashed,
Springer, 2018, pp. 169–184.

[14] C. Khan, A. Lewis, E. Rutland, C. Wan, K. Rutter, and
C.Thompson, “A distributed-ledger consortiummodel
for collaborative innovation,” Computer, vol. 50, no. 9,
pp. 29–37, 2017.

 Electronic copy available at: https://ssrn.com/abstract=3381692 

mailto:anil.john@hq.dhs.gov


FIPS BLOCKCHAIN COMPLIANCE 7

[15] B. Fitzgerald, “The transformation of open source soft-
ware,” MIS quarterly, pp. 587–598, 2006.

[16] M. Benji and M. Sindhu, “A study on the Corda and
Ripple blockchain platforms,” in Advances in Big Data
and Cloud Computing, Springer, 2019, pp. 179–187.

[17] K. H. Kwak, J. T. Kong, S. I. Cho, H. T. Phuong, and
G. Y. Gim, “A study on the design of efficient pri-
vate blockchain,” in International Conference on Com-
putational Science/Intelligence & Applied Informatics,
Springer, 2018, pp. 93–121.

[18] S. Kumar, “Enforcing the GNU GPL,” University of Illi-
nois Journal of Law, Technology & Policy, vol. 2006, no.
1, pp. 1–36, 2006.

[19] M. E. Peck, “Blockchain world-do you need a
blockchain? this chart will tell you if the technology
can solve your problem,” IEEE Spectrum, vol. 54, no.
10, pp. 38–60, 2017.

[20] L. Castaldo and V. Cinque, “Blockchain-based log-
ging for the cross-border exchange of ehealth data
in Europe,” in International ISCIS Security Workshop,
Springer, 2018, pp. 46–56.

[21] S.-C. Oh, M.-S. Kim, Y. Park, G.-T. Roh, and C.-W. Lee,
“Implementation of blockchain-based energy trading
system,” Asia Pacific Journal of Innovation and En-
trepreneurship, vol. 11, no. 3, pp. 322–334, 2017.

[22] O. Odiete, R. K. Lomotey, and R. Deters, “Using
blockchain to support data and service management in
IoV/IoT,” in Security with Intelligent Computing and Big-
data Services, S.-L. Peng, S.-J. Wang, V. E. Balas, and M.
Zhao, Eds., Cham: Springer International Publishing,
2018, pp. 344–362.

[23] B. Iancu and C. Sandu, “A cryptographic approach
for implementing semantic web’s trust layer,” in In-
novative Security Solutions for Information Technol-
ogy and Communications, I. Bica and R. Reyhanitabar,
Eds., Cham: Springer International Publishing, 2016,
pp. 127–136.

[24] M. Iansiti and K. R. Lakhani, “The truth about
blockchain,” Harvard Business Review, vol. 95, no. 1,
pp. 118–127, 2017.

[25] B. Preneel, “Cryptographic hash functions,” European
Transactions on Telecommunications, vol. 5, no. 4,
pp. 431–448, 1994.

[26] Q. H. Dang, “Secure hash standard,” National Institute
of Standards and Technology, Gaithersburg, Maryland,
Federal Information Processing Standards 180-4, Aug.
2015.

[27] M. J. Dworkin, “SHA-3 standard: Permutation-based
hash and extendable-output functions,” National In-
stitute of Standards and Technology, Gaithersburg,
Maryland, Federal Information Processing Standards
202, Aug. 2015.

[28] G. Bertoni, J. Daemen, M. Peeters, and G. Van Ass-
che, “Keccak,” in Annual international conference on
the theory and applications of cryptographic techniques,
Springer, 2013, pp. 313–314.

[29] J. Kelsey, S.-j. Chang, and R. Perlner, “SHA-3 derived
functions: cSHAKE, KMAC, TupleHash and Parallel-
Hash,” National Institute of Standards and Technology,
Gaithersburg, Maryland, Special Publication 800-185,
Dec. 2016.

[30] S. Goldwasser, S. Micali, and R. L. Rivest, “A digi-
tal signature scheme secure against adaptive chosen-
message attacks,” SIAM Journal on Computing, vol. 17,
no. 2, pp. 281–308, 1988.

[31] “Digital signature standard (DSS),” National Institute
of Standards and Technology, Gaithersburg, Maryland,
Federal Information Processing Standards 186-4, Jul.
2013.

[32] E. Barker, “Recommendation for keymanagement,” Na-
tional Institute of Standards and Technology, Gaithers-
burg, Maryland, Special Publication 800-57 Part 1 Rev.
4, Jan. 2016.

[33] D. W. Davies, “Applying the RSA digital signature to
electronic mail,” Computer, vol. 16, no. 2, pp. 55–62,
1983.

[34] D. Johnson, A. Menezes, and S. Vanstone, “The ellip-
tic curve digital signature algorithm (ECDSA),” Inter-
national journal of information security, vol. 1, no. 1,
pp. 36–63, 2001.

[35] J. M. K. Elaine B. Barker, “Recommendation for ran-
dom number generation using deterministic random
bit generators,” National Institute of Standards and
Technology, Gaithersburg, Maryland, Special Publica-
tion 800-90A Rev. 1, Jun. 2015.

[36] S. Kiyomoto, M. S. Rahman, and A. Basu, “On
blockchain-based anonymized dataset distribution
platform,” in 2017 IEEE 15th International Conference
on Software Engineering Research, Management and
Applications (SERA), IEEE, 2017, pp. 85–92.

[37] N. Zupan, K. Zhang, and H.-A. Jacobsen, “Hyperpub-
sub: A decentralized, permissioned, publish/subscribe
service using blockchains,” in Proceedings of the 18th
ACM/IFIP/USENIX Middleware Conference: Posters and
Demos, ACM, 2017, pp. 15–16.

[38] B. Tackmann, “Secure event tickets on a blockchain,”
in Data privacy management, Cryptocurrencies and
Blockchain technology, Springer, 2017, pp. 437–444.

 Electronic copy available at: https://ssrn.com/abstract=3381692 



8 HOWARD & VACHINO

[39] J. Sousa, A. Bessani, andM. Vukolic, “A byzantine fault-
tolerant ordering service for the Hyperledger fabric
blockchain platform,” in 2018 48th Annual IEEE/IFIP
International Conference on Dependable Systems and
Networks (DSN), IEEE, 2018, pp. 51–58.

[40] L. M. Bach, B. Mihaljevic, and M. Zagar, “Comparative
analysis of blockchain consensus algorithms,” in 41st
International Convention on Information and Commu-
nication Technology, Electronics and Microelectronics
(MIPRO), IEEE, 2018, pp. 1545–1550.

[41] J. Kreku, V. A. Vallivaara, K. Halunen, J. Suoma-
lainen, M. Ramachandran, V. M. Muñoz, V. Kantere, G.
Wills, and R. J. Walters, “Evaluating the efficiency of
blockchains in IoT with simulations,” in IoTBDS, 2017,
pp. 216–223.

[42] K. Iyer and C. Dannen, “Crypto-economics and game
theory,” in Building Games with Ethereum Smart Con-
tracts, Springer, 2018, pp. 129–141.

[43] G.-T. Nguyen and K. Kim, “A survey about consensus
algorithms used in blockchain.,” Journal of Information
processing systems, vol. 14, no. 1, 2018.

[44] K. Christidis and M. Devetsikiotis, “Blockchains and
smart contracts for the internet of things,” IEEE Access,
vol. 4, pp. 2292–2303, 2016.

[45] C. Pahl, N. El Ioini, and S. Helmer, “A decision frame-
work for blockchain platforms for IoT and edge com-
puting,” in IoTBDS, 2018, pp. 105–113.

[46] D. Bradbury, “The problem with bitcoin,” Computer
Fraud & Security, vol. 2013, no. 11, pp. 5–8, 2013.

[47] N. Courtois, G. Song, and R. Castellucci, “Speed opti-
mizations in Bitcoin key recovery attacks,” Tatra Moun-
tains Mathematical Publications, vol. 67, no. 1, pp. 55–

68, 2016.

 Electronic copy available at: https://ssrn.com/abstract=3381692 


	Introduction
	Roadmap

	Blockchain Platforms
	Selection Criteria
	Selection of Blockchains for Evaluation
	Hyperledger Fabric
	Ethereum
	R3 Corda
	Multichain

	Other Blockchain Technologies

	Analysis Criteria
	NIST Federal Information Processing Standards
	Hash Algorithms
	Digital Signature Algorithms
	Pseudorandom number generators

	Evaluation of Blockchain Platforms
	Hyperledger Fabric
	Hash Algorithms
	Digital Signatures

	Ethereum
	Hash Algorithms
	Digital Signatures

	R3 Corda
	Hash Algorithms
	Digital Signatures

	Multichain
	Hash Algorithms
	Digital Signatures


	Conclusions

